
Local Continuity of 
Operations Planning

Presenter Notes
Presentation Notes
Welcome!  We’re here today to learn about Continuity of Operations Planning on the local level.  If we don’t discuss this subject before a COOP event, we won’t know what to do when disaster strikes – leading to loss of time, property, and yes, even life.  
Has anyone here ever felt a bit unprepared?  (raise hands)  Lets think about an event that you weren’t prepared for – the notification, possible panic, response, and the documents and items you wish you had.  Let’s take a moment to come up with a list of things we should plan for before an incident occurs. (write answers on list)
OK – looks like we have a big list here.  COOP Planning is just that – planning for when your day to day operations need to change.  



Objectives

At the end of this session, you should be able to:
• Describe what Continuity of Operations (COOP) is. 
• Begin to outline a COOP plan for your community.
• Brainstorm next steps for creating a COOP Plan. 



What is Continuity of 
Operations?



What is COOP?

• Plan to continue meeting essential functions regardless of 
interrupting incidents.

Presenter Notes
Presentation Notes
Regardless of what is happening outside (or inside) our doors, there are certain functions that must continue.  If we don’t continue these functions, it could immediately affect the safety, health, subsistence, and welfare of the public, or could have such a financial impact that the ability of our organization to operate would be curtailed.
Just because there is a lot of snow outside or flooding doesn’t mean that the Fire Department can stop responding to 9-1-1 calls.  The mission essential function of “responding to 9-1-1” calls must always be continued 24/7.  Though we must continue to pay our contracts, does that need to happen 24/7, or could we allow a few days or even a week to lapse in those payments and not experience severe consequences?  If so, then while it is a mission essential function, the priority of that function would fall much lower. 
Who has some examples of something triggering a COOP activation in the past, or something that could trigger an activation?
For example – a flood, snowstorm, pandemic, Long Term Power Outage…
Pandemics - Large Impacts to manpower, less impact to physical infrastructure - Maintenance of physical facilities, infrastructure, utilities, and services would lapse due to staff at 30-50% absenteeism (or inability to be in person).
Additional issues with Face-to-face contact (staff, public)



Continuity of Operations 
(COOP) Plan

Presenter Notes
Presentation Notes
Now that we know why it is important to plan for a COOP event, let’s talk about what should be contained in your plan.  This plan will be the basis of your training, exercising, and, if circumstances require it, your response.



• Mission-Essential Functions
• Risk Assessment
• Teams and Responsibilities
• Facilities
• Vital Records, Equipment, Systems 

and Databases
• Orders of Succession
• Delegations of Authority
• Reconstitution

Plan Elements

Presenter Notes
Presentation Notes
Many items must be captured in a COOP plan, and we will discuss each of these elements as we begin to think about your plan.
The COOP Plan template is Appendix B8 of the Local Emergency Operations Plan.




Mission-Essential Functions

• A direct public service, the cessation of which would immediately 
affect the safety, health, subsistence, and welfare of the public, 
or which would have such a financial impact that the ability of 
government to operate would be curtailed or which would violate 
existing legal or statutory requirements.

Activity
• What are your Mission Essential Functions?
• What is the timeline to complete those?
• What are the priorities?

Presenter Notes
Presentation Notes
Mission-Essential Functions are the basis of every COOP Plan – what things MUST continue, and when do those things have to occur.  For example – I work for the Division of Emergency Management and Homeland Security.  One of our Mission-Essential Functions is to continue operation of the State Emergency Operations Center.  This function can have no lapse in time, due to the negative consequences to public safety, health, subsistence and welfare.  One of our other mission-essential functions is to pay sub-grant agreements.  This function can be delayed 30-days, but must continue as it would have a financial impact which would harm the ability for the government to operate. 
Because this is such an important item, we’re going to work through an activity: With a partner,  discuss some of your organizations Mission-Essential Functions.  What items must you do?  When must you do them by?  And what is the priority of those items (since you can’t do everything at once)



Information about local hazards is available in your 
Local Hazard Mitigation Plan

Risk Assessment

Presenter Notes
Presentation Notes
Each organization is different and has different hazards they should be concerned about.  By performing a risk assessment, you can assess which of your mission essential functions are vulnerable – and work to reduce that vulnerability or focus additional planning, training and exercise attention on that hazard. 
For example – if your main building is prone to basement flooding, you may want to keep everything out of your basement or install water proofing measures.  
What hazards are the biggest threat to your organization?  What are the consequences of those hazards to your mission essential functions?  Additional information about these hazards can be found in your Local Hazard Mitigation Plan (contact your Local Emergency Management Director to discuss these items).




• Planning Team
• Maintains organizational COOP plan
• Must include decision makers

• Relocation Team
• Responsible for relocation of facilities.

• Essential Personnel
• Performs Mission Essential Functions.

Teams and Responsibilities

Presenter Notes
Presentation Notes
In order to get everything done, you’re going to need a few teams.  These teams have different responsibilities and will most likely have different membership, but it is important for each team to meet on a regular basis and to document these meetings and trainings.
The Planning Team is responsible for maintaining the COOP Plan – which includes making decisions.  Because of this, it is important to have individuals on that team who have the authority to make decisions on behalf of the organization as well as individuals who have specific knowledge about the interworkings of the organization. Who can make a decision about moving buildings?  What does the contract say about payment in an emergency? Who knows how to switch over to the backup servers?  You need to make sure that this diverse team meets regularly to review the plan, make changes, and provide that information to staff.
The Relocation Team is responsible for the relocation of facilities.  This may include moving “stuff” (like important files), setting up “stuff” (like IT), notifying staff and partners, turning off building utilities (if required)…this is the team that immediately goes into action once the decision to activate the COOP plan is made.
Essential personnel will most likely not be all of your staff – these are the folks that are required to perform the mission essential functions (and depending on the incident, may be doing it at an alternate site).  It is important that these individuals are cross-trained to ensure that the mission essential functions can continue if they are impacted by the COOP event.  For example, in a COOP scenario a conference planner or trainer may not be considered essential – or they may be performing other roles.  Regardless, you want to ensure that you are just working with the minimum amount of individuals required to perform mission essential functions.  Just like the other teams, this group should meet regularly to verify that the individuals identified to perform these functions have the training and knowledge to perform them, and have the experience necessary to execute them during a COOP event.



• Primary Facility  
• Where you work day-to-day

• Alternate Facility(s) 
• Where you would go if your primary facility was unavailable.

Facilities

Presenter Notes
Presentation Notes
When selecting an alternate facility, consider:
Office staffing space needs 
(75 sq ft/person – includes work, storage, utility, & break rooms)
Location in relation to primary facility (going back to our risk assessment, are the hazards that impact your primary facility likely to also impact your alternate facility?  Do you have a facility that is close by and one that is further away?)
Security (make sure that your alternate facility has at least the same level of security as your primary facility)
Equipment (what equipment is at the alternate facility?  What would you need?)
All of these questions should be answered in a Memorandum of Understanding with your alternate facilities.  Having an up-to-date MOU ensures that all parties are aware of the expectations and are prepared to meet those expectations during a COOP event.
Activity:  With a partner, discuss if you have alternate facilities and what the potential downsides of those facilities might be.  Do you have an MOU?  Do you have enough space?  Would many of your identified hazards also impact the alternate facility?




• What items are critical to supporting 
Mission Essential Functions?

Vital Records, Equipment, Systems and 
Databases

Presenter Notes
Presentation Notes
You have your essential personnel, but what items would they need to meet your mission essential functions?  
In this section, you should also identify where are they located and who can access them – and consider how the relocation team will get them to the alternate facility.  What if your building is no longer available for the relocation team to go to?  How would you get access to them?  
When considering this, you need to balance this against security and financial needs – it may be legally or financially prohibitive to duplicate a certain piece of equipment – but you should figure out now what some potential “work arounds” are.  Can you contract to get that item during an emergency?  Is there a paper method that could be used during a COOP event?




• Who, What, When, Why and How

Plan Activation

http://water.weather.gov http://vtoutages.com/

Presenter Notes
Presentation Notes
Just like every good newspaper story, you should make sure your plan activation notes the Who, What, When, Why and How.
Who – has the authority to activate the plan?
What – sorts of notification need to occur?  (notification should include staff, political leaders, the public, vendors, partner agencies.)
When – will the activation change depending on time of day or day of week?
Why – What triggers should that individual be on the look out for?  Are we waiting for the river to reach a certain level? The facility to lose power? A certain percentage of absenteeism due to a pandemic?
How – What procedures exist to perform this activation?  Who is responsible for doing what, and who ultimately should be made aware of the current status?

https://www.vtalert.gov/


• List of designated successors to key positions

Orders of Succession

Presenter Notes
Presentation Notes
These successors are authorized to take on the role, if the primary individual is unable to (out of state/country, injured, unavailable). 
For those that have seen designated survivor, that is the basis. There is a designated succession, but all those in the succession are in the same building.  So someone is designated to remain farther away in case an incident occurs.
This individual should be authorized to perform the functions of leadership, with all of the appropriate authorities delegated to them.

https://www.youtube.com/watch?v=FTQh3d_rx-s&t=0m36s


• Specific authorities, including the triggering conditions and any 
limitations, and individuals that are delegated with that 
authority.

Delegations of Authority

Presenter Notes
Presentation Notes
Note individuals that have authority to sign checks and legal documents, who can authorize workplace closure, who can make purchases, who can hire personnel, and if there are any limitations on those authorities.  Please also note the circumstances of when certain authorities are authorized and when those authorities are rescinded.
Example:
If the town librarian is unavailable (triggering condition), Ben Franklin is able to sign for library purchases up to $100 (authority & limitation).



Reconstitution

• Describes how personnel return to their primary facilities.

Presenter Notes
Presentation Notes
Reconstitution is how you return to normal operations.  When thinking about Reconstitution, you need to identify who makes the decision, who they consult with, if there are any requirements prior to making that decision (ie Does the fire department need to inspect the building prior to re-entry), and how do they notify staff, public, partners, etc.  Keep in mind that some of your staff will not have been working during this event, and that there may be some communication challenges (depending on the nature of the COOP event).  If possible, it is preferable to always make positive contact with staff members.
Example – if a building is compromised, the Fire Chief will advise the Selectboard Chair when it is safe to re-enter.  The Selectboard Chair will then notify staff using VTAlert and requesting a question response, and will advertise to the public on the website.


https://www.vtalert.gov/


COOP Best Practices



• Forms
• Dry-Erase board & markers
• Thumb Drives
• Post-it notes
• Legal pads
• Paper clips
• Pens

Drive Away Kits

Presenter Notes
Presentation Notes
Best practice is to pre-position some of these outside of your building, so if the building is not available you still have access.  This may not be possible for some alternate facilities, so you should make sure to include this in your MOU discussions.



• If employees know that their family is taken 
care of, they are more likely to be able to 
participate in a COOP event.

• Call 1-800-347-0488 to request copies for 
your agency

Family Disaster Plan

Presenter Notes
Presentation Notes
The Division of Emergency Management and Homeland Security Family Emergency Preparedness guide walks families through:
Building a family disaster supplies kit
Identifying methods of communication
How to evacuate or shelter-in-place
Preparing for, and mitigating the impact of hazards (home fires, pandemic flu, power outages, floods)




Test, Training, and Exercise

Presenter Notes
Presentation Notes
As with any plan, its only as good as your last update, training and exercise.  Plans should not be made once an put on a shelf – they need to be continuously reviewed and updated, and you need to make sure that staff are prepared to execute them.  Just because you trained your staff once doesn’t mean they are prepared to fill that role – you need to train and exercise on a regular basis to ensure they are ready.
Vermont Emergency Management can help you.  Regional Coordinators are available to help you with planning and exercising – so contact them if you need help.




Next Steps

• Form your planning team
• Plan creation workshop

Presenter Notes
Presentation Notes
You should each go back an pull together that planning team to start working on your COOP Plan.  A template exists in the LEOP appendices – so use it!
Schedule a Plan creation workshop with your planning team.  If you need help, bring VEM in to assist!
Devolution is a larger conversation about who would take over if you lost everything.  If your fire department blew up while you were having a meeting with all of your firefighters and leadership, who would take over the mission essential functions of the fire department?




Questions?
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