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Welcome Letter 
Welcome to the Chittenden County Regional Planning Commission, or CCRPC as we refer to it! 

CCRPC can achieve such success only through quality staff. The Commission and staff are a 

team, working together with Chittenden County’s municipalities and stakeholders to plan for 

the future well-being of the County. 

The Board respects the opinions of staff members. We acknowledge that staff are the experts 

in the field and we welcome and value your input. 

This policy provides an overview of our personnel benefits, programs, and policies. After 

reading the material, should you have any questions, please feel free to talk to us. 

Thank you and once again welcome to our team! 

 

Sincerely, 
 

 

Christopher ShawBard Hill 

Chair of the Chittenden County Regional Planning Commission 
 

 

 
Charles Baker, Executive Director 

  



7 
 

f. AI (artificial intelligence) Use 

CCRPC recognizes that using AI in the workplace can streamline processes, increase efficiency, and 

facilitate data-driven decision-making. However, it’s essential to approach its integration thoughtfully. 

Human oversight is critical to ensure accuracy, identify potential biases, and provide context. CCRPC 

will foster a culture of continuous learning for staff to understand AI capabilities and limitations. See 

page 95 for more information regarding effective, safe, and responsible use of AI by CCRPC staff. 

g. Pets at Work 

Employees may bring well-behaved pets to the office at the Executive Director’s discretion. While in the 

office, pets may not create prolonged distractions or cause discomfort to any employee or visitor to the 

building. Pets that create incidents in the office with employees or visitors may be barred from returning. 

The employee assumes all responsibility for and liability arising from their pet’s actions while the pet is 

on CCRPC property. 

h. Driving at Work 

Some CCRPC positions require individual travel. Employees do not need to own or have access to a 

private vehicle to work at CCRPC. CCRPC provides access to a work vehicle and will pay for CarShare 

Vermont usage for work purposes. Upon hire, employees who will drive a motor vehicle while working 

will provide a copy of their valid driver’s license to CCRPC. Employees who drive a motor vehicle while 

working will maintain a valid driver’s license and vehicle insurance according to state laws. Employees 

who drive while working must notify the CCRPC immediately should their legal ability to operate a 

motor vehicle change.  

CCRPC reserves the right to request Motor Vehicle Records for any employee who drives for work 

purposes. Any traffic or parking tickets obtained while driving for work are the responsibility of the 

employee. 

i. Electric Vehicles & CarShare Use 

CCRPC offers access to a CCRPC plug-in electric vehicle (EV’s) and services provided by CarShare 

Vermont (CarShare). Employees shall use a CCRPC EV or a CarShare vehicle for work-related travel as 

an alternative to using personal vehicles whenever possible. Use of CCRPC EV’s and/or CarShare 

vehicles is a privilege and may be revoked by CCRPC management at any time. Continued availability of 

EV’s and membership in CarShare Vermont are subject to the Commission’s budget. 

An employee must be a licensed driver to operate CCRPC EV’s or CarShare vehicles. Employees will 

not consume alcohol before or while using CCRPC EV’s or CarShare Vermont vehicles. Employees will 

obey all applicable laws when operating CCRPC EV’s or CarShare vehicles. Additionally, employees 

will observe all rules and regulations required by CarShare Vermont for membership and operation of 

their vehicles. CarShare Vermont’s Member Handbook is available to employees for reference. Failure to 

comply with these laws, rules, and regulations may result in disciplinary action. 

CCRPC EV’s should be used for work-related travel only. All work-related travel must be logged by the 

employee, with the staff name, date of travel, destination, number of miles, and UPWP task number 

recorded for each trip. Clip boards with trip logs are provided in the EV’s. Employees must individually 

log their trips when using CarShare vehicles through the CarShare reservation system, making note of the 

associated UPWP task number for the trip. 

Employees may make use of CarShare vehicles for their personal use as needed. Personal use of CarShare 

vehicles must be reported to the CCRPC through the CarShare reservation system, and the cost of the 

personal use must be reimbursed to the CCRPC. Improper personal use of CarShare vehicles will result in 
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annually by the State of Vermont when approved in advance. Requests for reimbursement of travel costs 

must be accompanied by an expense report. 

All travel, except routine trips within the state, must be approved in advance by the Executive Director. 

Lowest cost alternatives (government or corporate rates) always need to be pursued when making travel 

arrangements before committing to non-discounted rates and fares. CCRPC will pay the reasonable actual 

cost of lodging and auto rental based on meeting location and conference room rates plus the actual cost 

of transportation, taxi fares, and similar items incidental to and necessary for the performance of official 

business while in travel status. Basic class air travel is expected to be used. Upgraded fares will only be 

allowed when there is no other alternative and with advance approval of the Executive Director.  

Meals costs incurred by employees for travel overnight or longer, conducting CCRPC business, whether 

in-state or out-of-state, will be reimbursed at the per diem rate prescribed by the U.S. OMB for that 

region. For travel shorter than overnight, meals will be reimbursed at actual cost as allowable. 

All expense reports, with appropriate receipts or expense documentation, shall be submitted at least 

quarterly, by the fifth of the month to the Executive Director, or their designee, for approval prior to 

payment. The CCRPC Chair, or their designee, will approve the expense reports of the Executive 

Director. 

ii. Purchasing 

All employee purchases, whether submitted for reimbursement or purchased with CCRPC funds, 

including CCRPC credit card purchases, must include a receipt or other appropriate documentation, 

without exception. Employee purchases of $300 or more require prior written approval from the 

Executive Director or designee. Employees should use the CCRPC credit card for small purchases. 

Customary, routine supplies may be purchased by the Business Director, or their designee. Supply 

purchases totaling $500 or greater must be approved in writing by the Executive Director. 

CCRPC credit cards may be issued to employees at the Executive Director’s discretion. Employee credit 

cards may be revoked at any time at the Executive Director’s discretion. CCRPC credit cards will not be 

used for personal charges. Use of CCPC credit cards for non-work related charges shall be reimbursed by 

the employee promptly. Continued non-work-related use of the CCRPC credit card may result in 

revocation. 

iii. Applicants and New Employees 

Applicants who are required to travel for CCRPC job interviews may be reimbursed for travel expenses 

according to the travel expense policies applicable to employees of CCRPC, when approved in advance by 

the Executive Director. 

New employees relocating from outside of Chittenden County may be reimbursed for moving expenses 

from their present residences to the extent that such expenses are determined to be reasonably necessary by 

the Executive Director, are approved in advance, and so stated in the letter of appointment. 

 

3. Workplace Behavior  
This document cannot, nor does it strive to, encompass an exhaustive list of unacceptable behaviors. 

However, below are some examples of unacceptable behavior that may warrant disciplinary action (see 

Formal Resolution Procedure on p. 21). 
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6. Life Insurance 

A Life Insurance and Accidental Death and Dismemberment policy in the amount of 2 times annual 

salary up to a maximum of $200,000 is provided by CCRPC for employees in certain job categories under 

a group plan. Each eligible employee shall name their beneficiary, which may be changed upon written 

notification. The Commission reserves the right to require an employee contribution toward the 

premiums, dependent on the Commission’s budget. The employee contribution is currently 0%. 

The CCRPC may provide access to voluntary group life insurance at the employee’s expense when 

available. 

7. Dental Care Benefits 

Employees in certain job categories and their dependents are eligible and can participate in the Dental 

Plan authorized by the CCRPC. Domestic partners may be considered dependents for the purposes of the 

dental plan. The Commission reserves the right to require an employee contribution toward the premiums 

dependent on the Commission’s budget. The employee contribution is currently 0%. 

8. Retirement Plan 

CCRPC is a participant in the Vermont Municipal Employees’ Retirement System (VMERS). Eligible 

employees may choose to enroll in either a Defined Benefit or a Defined Compensation Plan. CCRPC 

currently contributes 12% of an eligible employee’s compensation to the Defined Benefit Plan. CCRPC 

currently contributes 11% of an eligible employee’s compensation to the Defined Contribution Plan. 

Employees are required to contribute a percentage of their own compensation based on the contribution 

levels set by VMERS. If CCRPC’s contribution exceeds the allowed contribution level set by VMERS, 

CCRPC will provide that amount to the employee for contribution to a 457 Plan or other retirement plan 

of the employee. Contribution levels for employers and employees may be changed by VMERS 

according to their regulations. As CCRPC contributes a greater percentage of compensation than is 

required by VMERS, required contribution increases are borne by the employee. 

VMERS information can be requested from the CCRPC and/or accessed here: 

http://www.vermonttreasurer.gov/retirement/municipal-vmers 

9. IRS Deferred Compensation 

The State of Vermont 457 Deferred Compensation Plan is available to employees in certain job 

categories. An employee may request to defer any portion of compensation for which he or she is eligible 

by the IRS. The employee must furnish the necessary assurances of compliance with IRS regulations, 

along with proper authorization forms to withhold a fixed amount of compensation. 

State of Vermont 457 Deferred Compensation Plan information can be requested from the CCRPC and/or 

accessed here: 

http://www.vermonttreasurer.gov/retirement/municipal-vmers 

http://www.vermonttreasurer.gov/retirement/municipal-vmers
http://www.vermonttreasurer.gov/retirement/municipal-vmers
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10. Wellness Program 

To enhance the health of CCRPC employees and their family members and reduce the modifiable health 

care costs of the organization and employees the CCRPC will make $500 available to each employee each 

fiscal year for appropriate “wellness” expenses on a reimbursable basis. Regular employees working at 

least 24 hours a week who have completed the probationary period are eligible for the Wellness Program. 

Following is a representative listing of activities, training, and expenses that would be considered eligible 

expenses. This list is not intended to be all inclusive. 

Reimbursable expenses might include: Health Profile, Health Information Resources, Team Building, 

Wellness Classes, Activity Classes (exercise), Wellness Event Attendance, Personal Consultation/ 

Lifestyle Coaching, Diversity Training, Drugs in the Workplace, Employee Assistance, Ergonomics, 

HIV/AIDS in the Workplace, Exercise Equipment, Interpersonal Skills, Preventing Violence in the 

Workplace, Safety in the Workplace, Spirituality in the Workplace, Health Club Fees. 

11. TDM Commuter Benefit 

Eligible employees will can receive up to $300 for transit trips using Green Mountain Transit 

(GMT).Each eligible employee may use their transit benefit without restriction up to a cost to the CCRPC 

of $300 annually. As an alternative to using transit, an eligible employee may ask for reimbursement of 

up to $300 annually for telecommuting, bikeshare, a bicycle (or bicycle equipment), walking shoes, or 

clothing to wear in walking or biking to work. for using commuting options that reduce transportation 

demand in the state.  To qualify for this benefit, employees must document their use of commuting 

options of at least 60 days a within a fiscal year with using the CATMA website.  Upon documenting at 

least 60 days of alternative commuting options including telecommuting, carpooling, vanpooling, biking, 

walking, or transit, employees may submit the documentation with a Commuter Benefit reimbursement 

form to receive the $300. Employees may opt to use a portion of the $300 benefit for transit and the 

balance for other transportation options/costs such as those examples described previously. Employees 

would need to document a prorated number of days using commuting options through CATMA.  Staff 

may document a request for this benefit using an alternative method to the CATMA site if necessary.  The 

Executive Director will consider these requests on a case-by-case basis.   

12. Flexible Work Schedules/Remote Work 

As the region’s planning agency, CCRPC encourages actions and programs which manage travel 

demands and mitigate causes of highway congestion and air quality problems. CCRPC encourages 

temporary or semi-permanent flexible work schedules or remote work options on a case-by-case basis. 

Employees should submit such requests in writing to the Executive Director with a proposed schedule and 

action plan to ensure work completion that is mutually beneficial to CCRPC and the employee. Work 

schedules that are less than 40 hours a week must be a number of hours a week that are divisible by 5.  

Except in unusual circumstances, work schedules should change no more frequently than once every six 

months, beginning either July 1 or January 1 in a given year. All requests will be reviewed on a case-by-

case basis by the Executive Director, and consideration will be given to every request. 
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Figure 1: Benefit Summary and Eligibility by Employee Type 

 

Updated: 6/5/2024 Regular 
Full- Time 

Regular Part-Time Probationary Temporary 

Type 

Benefit1 

At Least 30 
Hours per 

Week 

At Least 
24 Hours 
but Less 
than 30 

Hours per 
Week 

Less 
than 
24 
Hours 
per 
Week 

Regardless 
of Full-Time 
or Part- Time 

Regardless 
of Full-
Time or 

Part-Time 

Health Insurance 

% of premium paid by 
RPC 

85% 75%3 
 

85% or 75% 
 

Health Insurance 
Opt-out 

Compensation3 

35% of 
cost 

reduction 
to RPC 

    

Disability Insurance 

% of premium paid by 
RPC 

100% 100% 
 

100% 
 

Health Savings 
Accounts 

Amount or % 
\ contributed by RPC 

 

$5,400-2+ 
$2,700-1 

 

75% 
 

 
$5,400-2+ 

$2,700-1 or 
75% 

 

Life Insurance 

2X Annual Salary4
 

% of premium paid by 
RPC 

 

100% 

 

100% 
  

100% 
 

Dental Insurance 

% of premium paid by 
RPC 

100% 75%5 

 

2 100% or 75% 
 

Retirement Plan 

% of annual 
compensation 

contributed by RPC 

 

12%/11% 
 

12%/11% 
  

1012/11%% 
 

IRS Deferred 
Compensation Offered Offered 

 
Offered 

 

Wellness program $500 $500    

Dependent 
Care Account Offered Offered 

 
Offered 

 

TDM Commuter 
Benefit 

$300 $300 5 $300 5 

Flexible Work 
Schedule/Tel
ecommuting2 

 

Offered 
 

Offered 
 

Offered 
 

Offered 
 

Offered 

1-All benefits and contribution levels subject to adjustment based on Commission’s budget 

2- Regular Part-time employees working at least 17 ½ hours a week are eligible to enroll in the Group Dental 

Plan. Enrolled employees working less than 24 hours a week will pay the full cost of the dental insurance 

premium. 
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Figure 3: Leaves Summary and Eligibility by Employee Type 

  Regular 
Full- Time 

Regular Part-Time Probationary Temporary 

Type 

Benefit1 

At Least 30 
Hours per 

Week 

At Least 24 
Hours but 

Less than 30 
Hours per 

Week 

Less 
than 24 
Hours 
per 
Week 

Regardless 
of Full-
Time or 

Part- Time 

Regardles
s of Full-
Time or 

Part-Time 

Health Insurance 

% of premium paid by RPC 
85% 75%3 

 
85% or 75% 

 

Health Insurance Opt-
out Compensation3 

35% of 
cost 

reduction 
to RPC 

    

Disability Insurance 

% of premium paid by RPC 
100% 100% 

 
100% 

 

Health Savings 
Accounts 

Amount or % \ contributed 
by RPC 

 

$5,400-2+ 
$2,700-1 

 

75% 
 

 
$5,400-2+ 

$2,700-1 or 
75% 

 

Life Insurance 

2X Annual Salary4
 

% of premium paid by RPC 

 

100% 

 

100% 
  

100% 
 

Dental Insurance 

% of premium paid by RPC 
100% 75%5 

 

2 100% or 75% 
 

Retirement Plan 

% of annual compensation 
contributed by RPC 

 

12% 
 

12% 
  

10% 
 

IRS Deferred 
Compensation Offered Offered 

 
Offered 

 

Wellness program $500 $500    

Dependent Care 
Account Offered Offered 

 
Offered 

 

TDM Commuter Benefit $300 $300 5 $300 5 

Flexible Work 
Schedule/Telec

ommuting2 

 

Offered 
 

Offered 
 

Offered 
 

Offered 
 

Offered 

1-All benefits and contribution levels subject to adjustment based on Commission’s budget 

2- Regular Part-time employees working at least 17 ½ hours a week are eligible to enroll in the Group Dental 

Plan. Enrolled employees working less than 24 hours a week will pay the full cost of the dental insurance 

premium. 

3- Regular Part-time Employees working at least 24 hours a week but less than 30 hours a week may choose to 

shift some or all Health Insurance Opt-out Compensation, should they be eligible for it, from a cash payment 

and apply it to Dental Insurance premiums. 

4-Up to a maximum of $200,000. 

5- Upon request and approval of the Executive Director. 
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H. Safety & Security 
The active cooperation of all employees is necessary to provide a safe and healthy work environment. To 

accomplish this, safety precautions must be observed. It is expected that employees will respect their 

work areas and that of fellow employees. If there are any concerns or questions about the safety of the 

office environment or individual work area, please see the Executive Director for necessary corrections or 

accommodations. 

1. Occupational Safety & Health Administration (OSHA) 
CCRPC adheres to all relevant Occupational Safety and Health Administration (OSHA) safety programs 

for the protection of employees. This includes compliance with safety regulations and standards 

established by OSHA. Any questions should be directed to the Executive Director. 

2. Reporting Accidents/Vehicle Accidents 

All job related injuries, illnesses and accidents must be reported immediately to the Executive Director 

and, in turn, to CCRPC’s Workers Compensation carrier. This includes any vehicular accidents that occur 

while conducting business on behalf of CCRPC during business hours. Depending upon the severity of 

the injury, a written report may be required providing details and nature of the injury. On-the- job injuries 

requiring medical attention are to be promptly reported to the Executive Director. Employees who suffer 

an injury or occupational disease arising out of, and in the course of, employment are entitled to payment 

of medical services for treatment for that injury or illness, in accordance with applicable state laws. 

It is preferred that first aid is to be administered by authorized personnel only. If injured on the job, 

CCRPC will use the best means possible to provide transportation to the hospital. Employees who are 

involved in a vehicular accident involving a personal vehicle outside of CCRPC premises must obtain the 

names, addresses and telephone numbers of all people involved including witnesses. Any damage should 

be reported to the Executive Director. 

3. Workers’ Compensation 

CCRPC has Workers’ Compensation Insurance for all employees. To expedite the receipt of benefits, 

employees must report any absences or accidents immediately. Proper paperwork must be filled out in 

order to process a claim. 

4. Common Work Area Facilities and Appearance 

CCRPC is a public agency that is open to the public. As a result, the appearance of our individual and 

common workspaces should be as clean and orderly as possible. It is expected that all employees will 

respect and clean the common/shared work areas such as the kitchen, reception areas and conference 

rooms. Each employee is responsible for keeping his/her individual workspace areas clean and orderly. 

5. Security 

Security requires the active cooperation of all employees. CCRPC is located in a secured building with 

other businesses and employees will adhere to the security guidelines in place. CCRPC offices shall 

remain locked during regular work hours After 6:00pm and on weekendsand during non-working hours 

except in the event of a public meeting or event.   Aaccess to the building requires a key for entry or 

access granted from CCRPC staff. Building keys shall not be copied or loaned to anyone. Visitors can 
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request access by using the front doorbell. The front door to the CCRPC offices may be monitored by 

camera.   

Individuals attempting to gain entry without a valid reason may be denied entry and employees should 

contact the Executive Director, Deputy Director, or the Business Director to communicate with such 

individuals attempting to gain entry to the CCRPC office space.  The Winooski Police Department may 

be contacted if the situation requires law enforcement action or notification.  CCRPC staff will comply 

with all applicable state and federal laws while carrying out office security measures.    

Employees should observe security precautions and instructions including locking ensuring CCRPC doors 

and windows are locked, and turning off any electrical equipment if he/she is the last to leave the office 

each night. CCRPC is not liable for theft or loss of personal possessions, so it is important that all 

employees take precautions to secure personal property. If a theft occurs, notify the Executive Director 

and the building landlord will be notified immediately. 

6. Emergency Exit Plan 

In the event of a fire or life-threatening emergency, all employees are to exit the building and convene as 

a group outside the ground floor rear entrance and wait for instructions.outside of the building at a safe 

distance from the danger.   

7. Risk Reduction Measures 

Hiring: CCRPC will take reasonable measures to conduct background investigations, review candidates’ 

backgrounds and reduce the risk of hiring individuals with a history of violent behavior 

Safety: CCRPC will conduct annual inspections of the premises to evaluate and determine any 

vulnerabilities to workplace violence or hazards. Any necessary corrective action will be taken to reduce 

all risks. 

Individual Situations: While we do not expect employees to be skilled at identifying potentially 

dangerous persons, employees are expected to exercise good judgment and inform the Executive Director, 

Deputy Director, or Business Director  if any employee exhibits behavior that could be a sign of a 

potentially dangerous situation. Such behavior includes: 

• bringing weapons to the workplace 

• displaying overt signs of extreme stress, resentment, hostility, or anger 

• making threatening remarks 

• sudden or significant deterioration of performance 

• displaying irrational or inappropriate behavior 

Employees at Risk: The Executive Director will identify and maintain a list of employees who have been 

determined to be at risk for becoming victims of violence because of the nature of their job or because 

they are subject to harassment, violence, or threats from a non-employee including family members. The 

Executive Director will design a plan with at-risk employees to prepare for any possible emergency 

situations. 

8. Snow/Emergency Closing Procedures 

If there is a declared emergency by the governor or by the City of Winooski, the CCRPC 

office will be closed. Employees will be paid for closings as if the day(s) were a Holiday; see 
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Figure 1 – Benefits and Leave Eligibility by Employee Type. 

At all other times, unless notified to the contrary in advance by the Executive Director, the CCRPC 

offices will be open during regular business hours. If an employee feels that travel conditions are unsafe, 

he or she may choose not to come to work. In such cases the employee should notify the Executive 

Director as soon as possible about their planned absence. In such absences employees must either 

telecommute or use Paid Time Off (PTO) to be paid for their absence. 

9. Dangerous/Emergency Situations 

Employees who confront or encounter an armed or dangerous person should not attempt to challenge or 

disarm the individual. Employees should immediately attempt to contact the Executive Director, Deputy 

Director, or Business Director to inform them of the situation.  should remain calm, make constant eye 

contact and talk to the individual. If someone or the Executive Director can be safely notified of the need 

for assistance or 911 can be dialed without endangering the safety of the employee or others, such notice 

should be given. 

Otherwise, cooperate and follow the instructions given. 

10. Enforcement 

Threats, threatening conduct, or any other acts of aggression or violence in the workplace will not be 

tolerated. Non-employees engaged in violent acts on CCRPC premises will be reported to the proper 

authorities and fully prosecuted. 

11. Visitor Incidents 

The CCRPC strives to be a welcoming and safe environment for all employees and visitors. If a visitor to 

the CCRPC is harmed or their property is damaged while on CCRPC premises, the primary concern 

should be the visitor's physical well-being. If an injury has occurred then appropriate medical actions 

must be taken. 

Following an incident an Incident Report must be written and submitted to the Business Director, and the 

Executive Director will be informed. The report should be written as soon as reasonably possible following 

the incident and after attending to the health and well-being of the visitor if necessary. 

The CCRPC staff person most closely related to the incident should write the report. The report may be in 

the form of the memo, and state the date, location, time, circumstances, and any other factual and relevant 

information to the incident. If possible, the visitor experiencing the incident should be allowed to have 

input into the report. The visitor will be furnished with a copy of the report. Appropriate next steps will be 

taken depending on the circumstances of the incident. 
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satisfactorily resolved, it will be referred to the applicable Basin Water Quality Council which shall meet 

as a “Disputes Committee” and is the final authority. ANR will be notified of the outcome. 

Contract Procedure/Forms 

For individual contractors selected through an RFP process, the CCRPC Project Manager shall complete 

the Contract Data Form (form is found immediately following this section), which gives all information 

necessary to prepare a contract, and present it to the CCRPC Business Director or designee, who will 

prepare the agreement. Contracts are numbered by fiscal year. 

For Retainer contractors, the CCRPC Project Manager shall complete the Contract Data Form as 

discussed above and a Contract or Master Agreement will be prepared for one two-year term, with the 

possibility of two one-year extensions except that terms may be longer for non-VTRANs retainer 

agreements. The Contract will include the Maximum Limiting Amount for the initial two-year term for 

contracts for VTRANS-funded work. The Maximum Limiting Amount for additional one-year terms will 

processed as contract amendments. MLAs may or may not be established for retainer agreements funded 

by other sources. For retainer contractors and organizations procured pursuant to Environmental 

Protection Rule Chapter 39, a Contract Data Form shall be prepared for a three-year term with no 

maximum limiting amount. For each Task Order awarded to each contractor, CCRPC will prepare a Task 

Order Agreement (template is included immediately following Contract Data Form), which is a one-page 

document describing the project assignment, cost information and duration. Each contractor Contract is 

given a contract number and each Task Order Agreement (TOA) is given a TOA number. 

CCRPC transportation-related planning projects are typically funded with 80 percent federal planning 

funds and a 20 percent non-federal match is typically required. For regional projects matching funds may 

be paid using CCRPC municipal dues. For local projects a municipal match may be required. If a 

municipal match is required, a separate agreement will be prepared and sent to the municipality to be 

signed by both the municipal administrator and the chair of the elected body to ensure municipal support. 

 

For contract amendments, the Project Manager shall send a project amendment form to the Transportation 

Program Director or the Planning Program Director as appropriate Program Manager. The project 

amendment form will provide a description of the proposed change and the reason for the change. The 

Transportation/Planning Program DirectorProgram Manager will review and approve the amendment and 

submit the form to the Executive Director or designee for final approval and submission to the Business 

Director or designee to prepare a contract amendment. 

 

Chittenden County Regional Planning 

Commission Simplified Bid 

Procurement Form ($3,000 - 

$100,000) 

 

**Executive Director or designee Approval Required before using Simplified Bid 

Procedures** 
 

Type of Purchase: 
 Supply 

 Service 

Description of Purchase:  

Initiated by:  
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Reason(s) for Using 

Simplified Bid Procedures 
 

Method of Price 

Quotation 

 Telephone 

 Fax 

 Email 

 Mail 

 Other 

Number of Vendors/Contactors Solicited:  

Quotes Received:  

 
Name of Vendor/Contractor: 

Amount of Quote: 

 

 

 
Name of Vendor/Contractor: 

Amount of Quote: 

 

 

 
Name of Vendor/Contractor: 

Amount of Quote: 

 

 

 
Name of Vendor/Contractor: 

Amount of Quote: 

 

 

Is this a Sole Source Procurement, Emergency Procurement, or does it involve 

Proprietary Specifications? 
 Yes 

 No 

If Yes, please describe:  

Lowest Price:  

Vendor/Contractor Selected:  

Transportation/Planning Program 

DirectorProgram Manager Approval 
 

Executive or Deputy Director Approval  

 

Chittenden County Regional Planning Commission Contract Data Form 

 

Project 

Name: 
 Agreement No. 

(Admin Use) 
 

Consultant Selection Process: UPWP Task #:  

 

 
Retainer Agreement 

 Separate RFP/RFQ 

 Other  
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(Describe) 

Selected 

Consultant: 
 

AC 

App

rove

d: 

 

Mailing Address:  (Date or N/A) 

  

Contact person: 
 

(Name and Title) 

Email Address:  Telephone #  

Authorized contract 

signatory: 

 

(Name and Title) 

Contract Maximum Limiting Amount:  (Admin Use) 

80% 
 

  20%  

Who pays the match?  CCRPC  

Ot

he

r 

 

 (Municipality or Organization) 

Matc

h %: 
 10%  20%  

Bill 

the

m 

 
Deduct from 

payment 

Match agreement prepared:  

 (Admin Use) 

Contract 

Duration: 
 to  

 (Start Date)  (Completion Date) 

Approval to process invoice needed from:  

(If someone other than CCRPC) (Name, title) 

Ph

on

e: 

 Email:  Fax:  

CCRPC Project Manager Approval:  

Program Director Manager Approval:  

Executive/Deputy Director Approval:  

Attachments: 

 Consultant scope of work 
 Copies of any correspondence 

regarding this project/contract 
 Insurance certificate on file 

 Consultant Cost estimate 
 Equity Impact Worksheet (if 

needed) 

 AF38 on file or 

submitted to VTrans 
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Information Technology (IT) 
The purpose of the IT policy is to establish standards, guidelines, and responsibilities for the appropriate 

use, management, and protection of CCRPC’s technology resources. These resources include staff 

computers, networks, software, cloud services, staff personal mobile devices, data, and communication 

systems that support CCRPC’s business operations. All users are responsible for using these resources 

appropriately and in accordance with this policy designed to protect security, reliability, and data 

integrity. All electronic systems, hardware, software, files, e-mail, calendars, and related data created, 

stored, transmitted, or maintained on CCRPC systems are the property of CCRPC. 

Effective technology governance is essential to maintaining the confidentiality, integrity, and availability 

of organizational information and services. This policy is intended to promote secure and efficient use of 

technology resources, reduce operational and cybersecurity risks, ensure compliance with applicable laws 

and regulations, and support continuity of operations. 

All staff are expected to understand and comply with the requirements outlined in this policy.  Failure to 

adhere to these standards may result in disciplinary action, revocation of system access, or other 

corrective measures as appropriate. 

This policy will be reviewed periodically and updated as necessary to address evolving business needs, 

technological changes, and emerging security threats. 

The IT Manager, the Executive Director, and a managed service provider (MSP) (e.g Tech Group) are 

responsible for all information technology and cybersecurity.  

 IT Equipment and Maintenance 

CCRPC provides each staff member with an assigned laptop and, where applicable, an external monitor 

and a Microsoft user account to support daily job responsibilities and access to organizational systems 

and data. These devices remain the property of CCRPC and are configured to meet organizational security 

and performance standards. Staff are responsible for the proper care and secure use of their assigned 

equipment, including ensuring that systems remain up to date and protected against known vulnerabilities.  

As part of this responsibility, employees are required to run Dell Command Update (or an equivalent IT-

approved update tool) at least monthly to install critical system, driver, and firmware updates. Timely 

application of updates is essential to maintain system security, stability, and compatibility with CCRPC’s 

network and software environment. 

Data Storage, Access and Sharing 

Employees are responsible for storing work-related files on Microsoft’s cloud-based SharePoint, 

OneDrive, and the on-premises server.  Microsoft OneDrive and Microsoft SharePoint are used to 

securely store, synchronize, back up, and share organizational files and documents, while supporting 

collaboration, version control, and access to data across authorized devices and users.  

Microsoft OneDrive is intended primarily for individual employee file storage and work products that are 

personal or limited in scope to a specific user. While files stored in OneDrive may be shared with other 
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users, when necessary, collaborative or shared documents for UPWP tasks, and organizational files 

intended for ongoing team access should be stored in Microsoft SharePoint to ensure continuity, 

accessibility, and proper records management. 

CCRPC’s SharePoint is partitioned into three drives: 1) Shared Drive, 2) External Drive, and 3) HR 

Drive.  The Shared Drive is intended for all CCRPC employees to access documents necessary for 

collaboration on projects related to UPWP tasks and other business functions. The External Drive is 

intended to share documents with external project partners. Please see the External Drive guidelines for 

proper use and sharing of files to entities external to CCRPC. The HR Drive is where human resource 

documents, personal identified information (PII) and payroll documents are stored. The HR drive is only 

accessed by the Executive Director, Deputy Director, Program Managers, IT Manager, and business 

office staff.  

Microsoft SharePoint and OneDrive only need an internet connection for access.  

The on-premises server stores all on-going and past projects related to GIS. The server also stores the GIS 

library. The GIS library includes various spatial data at the state, county, and municipal level. Project files 

on the GIS server are organized by calendar year and then further organized by municipality, regional 

partner, or another client for which the GIS project is being developed. The on-premises server needs an 

internet connection and a mapped drive in File Explorer for access.  

 

 

 

 

 

Remote Work, Access and Equipment  

Staff are required to follow CCRPC policies when working remotely and while using SharePoint, 

OneDrive, and the on-premises server. The remote worker is responsible for ensuring that non-employees 

do not access CCRPC data or equipment. Only CCRPC provided computing devices may be used for 

working remotely. Staff will provide Internet services at their own expense. The internet connection 

must be sufficient to allow regular job functions. The Wi-Fi connection which staff utilizes to access 

CCRPC data must be password protected. If staff are working remotely on public Wi-Fi, caution should 

be taken to avoid suspicious pages, data leaks, and protect login credentials. All CCRPC laptops are 

configured with browser-based security to ensure safety while working remotely on public Wi-Fi. The 

printing of sensitive CCRPC information (i.e., personally identifiable information and financials) on a 

public printer is prohibited.    

All staff can connect to SharePoint and OneDrive with just an internet connection. GIS staff need an 

internet connection and a secure application to establish and secure a connection to the on-premises 

server. Often remote GIS work requires higher bandwidth to prevent lag for rendering and feature editing.   
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CCRPC recognizes that remote work may require the use of additional equipment such as monitors, 

webcams, external keyboards, mice, docking stations, or printers. From time to time, these devices may 

require troubleshooting or technical support. To protect the security and integrity of CCRPC systems and 

data, it is prohibited to allow unauthorized third parties to access, configure, or remotely troubleshoot any 

CCRPC-owned computer or device. Employees experiencing issues with external devices connected to 

CCRPC equipment should contact the IT Manager or CCRPC’s MSP for assistance. 

Passwords  

Passwords are needed for staff to log into their laptops and access Microsoft SharePoint and OneDrive, 

and other software needed for CCRPC business. Each employee has their own Microsoft credential which 

includes an email address, password, and PIN. Initial Microsoft passwords and PINs for accessing 

Windows and Microsoft programs are assigned by the IT Manager. Employees should change 

the password provided as soon as possible using the instructions provided by the IT Manager.  

Microsoft passwords or PINs should not be given to other staff or people outside the organization. In the 

case where an employee does provide another person with access to their account, they will be 

responsible for the actions of the individual using their account. CCRPC reserves the right to override any 

employee-selected passwords and/or codes. Employees are required to provide the company with any 

such codes or passwords or PINs to facilitate access as needed.  

To maintain security, Microsoft passwords need to be changed regularly and stored in a secure 

application. Every 90 days, staff will be required to change their passwords. An alert will be sent to all 

employees to prompt them to change their Microsoft password. Microsoft passwords should be changed 

immediately if a compromise is suspected. 

Employees will have additional passwords to log into other applications for CCRPC business and 

projects. All passwords should be stored in an encrypted password management platform (e.g., Password 

Keeper) provided by CCRPC. CCRPC passwords should not be stored on a computer, 

SharePoint, OneDrive, hard drives or within a browser on the network, or be displayed openly at any 

workstation. If non-Microsoft passwords need to be shared across the organization, staff should use the 

‘share’ function in the password management platform to share the passwords with other users.  

All passwords should be complex with a mix of numbers, letters, and special characters.   

Multi-Factor Authentication  

While passwords are an important component of securing access to CCRPC’s network, systems, and data, 

passwords alone are no longer sufficient to protect against modern cybersecurity threats. Therefore, 

Multi-Factor Authentication (MFA) is required for access to organizational systems, networks, cloud 

services, email accounts, and other supported technology resources.  

When you sign into your account, a process called "authentication" takes place. Authentication occurs to 

prove to the service that you are who you say you are. Traditionally, that’s done with a username and a 

password. Unfortunately, that's not a very good way to do it anymore given the overuse of simple 

passwords and risk of password breaches by hackers. Therefore, CCRPC requires multi-factor 

authentication.   
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Multi-factor authentication is needed to prevent hackers from obtaining and compromising CCRPC data, 

financial information, and staff’s PII. A “factor” in authentication is a way of confirming your identity 

when you try to sign in. For example, a password is one kind of factor; it's a thing you know but there are 

other types of factors. 

▪ Something you know - Like a password, or a memorized PIN.   

▪ Something you have - Like a smartphone, or a secure USB key.   

▪ Something you are - Like a fingerprint, or facial recognition.    

CCRPC requires 2-step multi-factor authentication to maintain the security of our data and 

information. The first factor is the password or PIN. The second factor is something staff have in their 

possession. 

Staff can choose to use their personal phone to access the Microsoft Authenticator app. If staff do not 

wish to use their personal phone, a USB key device can be provided as their second factor 

for authentication.    

Bring your Own Device (BYOD)  

Bring your own devices means that staff use personal items like phones to access CCRPC email, files and 

MFA. A policy for BYOD is needed to reduce the risk of security breaches and data losses.  

The following list outlines the policy around using personal devices to access CCRPC email and files.    

• Phones or tablets that access CCRPC email must have a PIN or other authentication mechanism 

enabled.  

• CCRPC confidential information should not be stored on any personally owned mobile device  

• Theft or loss of any mobile device that has been used to create, store, or 

access confidential or internal information must be reported to the IT Manager immediately  

• All mobile devices must maintain up-to-date versions of all software and applications.   

• All staff are expected to use mobile devices in an ethical manner.  

• Jail-broken or rooted devices should not be used to connect to CCRPC email 

• Personal mobile devices may be used for limited email access but should not be used to edit or 

download files from Microsoft SharePoint or Microsoft OneDrive.  Therefore, Microsoft 

SharePoint, Microsoft OneDrive and other Microsoft mobile applications (e.g., Word, Excel, 

PowerPoint, etc.) shall NOT be installed or accessed on a computer or device not owned by 

CCRPC.  

• The Microsoft Teams mobile application is permitted on mobile devices to facilitate 

conversations and participate in remote meetings.  

 CCRPC email access on mobile devcies should be done through the Microsoft the Outlook 

mobile app and NOT the phone’s default email app.  
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•  

• The Keeper Password Manager mobile app. is permitted on mobile devices to enable efficient and 

accessible password storage. 

 CCRPC email access should be done through the Outlook app and NOT the phone’s default email 

app.  

 

 

Removable Media  

The use of removable media devices, such as USB drives or external hard drives, for storing CCRPC 

information should be limited and supported by a legitimate business need. All removable media must be 

approved by the IT Manager prior to use with CCRPC systems. Personnel are prohibited from connecting 

removable media from unknown or untrusted sources without prior authorization due to the cybersecurity 

risks associated with malware, ransomware, and unauthorized data access. Confidential or internal 

CCRPC information must not be stored on removable media unless the device utilizes approved 

encryption methods. All removable media devices containing CCRPC information must be stored in a 

safe and secure location, and any loss or theft of such devices must be reported immediately to the IT 

Manager. 

Security Training and Awareness  

All new personnel are required to complete an approved security awareness training course prior to, or 

within 30 days of, being granted access to CCRPC’s network and technology resources. Before access is 

provided, personnel must also acknowledge that they have received, reviewed, and agree to comply with 

CCRPC’s Information Security Policies. In addition, all staff are required to complete annual security 

awareness training to help maintain cybersecurity readiness and reinforce best practices for protecting 

organizational systems, data, and information resources.  

Email and Freedom of Information Act (FOIA) 

Information sent by employees via the electronic mail system may be used in legal proceedings or FOIAs. 

Electronic mail messages are considered written communications and are potentially the subject of 

subpoena in litigation or FOIA requests. CCRPC may inspect the contents of electronic mail 

messages during an investigation or FOIA, will respond to the legal process and will fulfill any legal 

obligations to third parties.  

Network Security  

CCRPC’s MSP regularly monitors network security and maintains systems designed to protect CCRPC’s 

network, computers, and data from cybersecurity threats and unauthorized external access. Network 

traffic and system activity may be logged and reviewed to help detect security incidents, suspicious 

behavior, or policy violations. All CCRPC workstations are configured with approved antivirus and 

endpoint protection software, which must not be removed, disabled, or altered by staff. Employees are 

responsible for following IT security guidelines, including exercising caution with incoming 
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communications, attachments, downloads, and removable media to reduce the risk of malware or virus 

infections. Staff should not store passwords, credit card information, or other sensitive financial data 

within documents, spreadsheets, or unsecured files. To support network security and operational integrity, 

employees are expected to log out of CCRPC systems or power off their computers at the end of each 

workday, especially when working remotely in a public setting. Backup Procedures  

CCRPC’s MSP maintains data backup service by regularly backing up CCRPC’s OneDrive and 

SharePoint data to a separate, secure location, so even if files are accidentally deleted, corrupted, or 

affected by ransomware, they can be quickly restored without relying solely on Microsoft’s built-in 

retention. 

In addition, the MSP has a solution to protect CCRPC’s on-premises server by continuously backing up 

data to the cloud, enabling rapid recovery of files, systems, or even entire servers in the event of hardware 

failure, cyberattacks, or disasters, ensuring minimal downtime and business continuity. 

Individual staff computers are not backed up, and as a result, all project files should be saved to 

Microsoft’s SharePoint or OneDrive. 

Access for External People 

External people who are determined to be strategically important to CCRPC, such as temporary staff, 

volunteers, or contractors, will also be provided with accounts as appropriate, on a case-by-case basis. 

The employee managing the temporary or contract staff assumes responsibility for the identification of 

access requirements and use of the account. Accounts will be revoked on request of the user or manager 

or when the employee terminates employment at CCRPC.  

IT Equipment Maintenance and Replacement  

The IT Manager maintains a list of CCRPC computers and IT related equipment. The schedule includes 

date of purchase, relevant product information, date of replacement, and disposal methods. The IT 

Manager has an annual budget approved through the UPWP process to maintain and replace IT 

equipment.  

Employees may request to purchase a CCRPC computer that has reached the end of its organizational use. 

To establish a fair purchase price, the employee will provide the Executive Director with at least two 

quotes from the open market for the same, or very similar, computer. At the Executive Director’s 

discretion, CCRPC may sell a computer to a staff person unless another disposal method is deemed more 

desirable or appropriate.  

Other IT related equipment should be replaced before the end of its useful life. The IT Manager 

will identify the equipment to be replaced each year to budget for the planned purchases.  

Software Usage and Budgeting 

Employees are expected to use the software provided by the IT Manager or identify applications they 

need in the course of their work. Only legally licensed software will be installed on CCRPC’s computers. 

Users are expected to read, understand, and conform to the license requirements of any software 

product(s) they use or install. Software cannot be copied or installed without the permission or 
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involvement of the IT Manager. Most software is delivered via the internet and/or are cloud-based 

applications.  CCRPC staff are authorized to use the following software programs. 

Productivity and Collaboration 

• Microsoft 365 including Teams 

• Zoom 

• Outlook  

• Microsoft SharePoint 

• Microsoft OneDrive 

• Adobe or Kofax Power PDF 

• Artificial Intelligence (AI) platforms (see AI policy) 

• Various graphic design software as needed 

• Software for public engagement as needed 

 

GIS Software 

•  ESRI Products for GIS  

Transportation Software 

• TransCAD  

• Paver 

• StarNext 

• PetroPro  

• MicroSim and VISSIM 

Business Office Functions 

• QuickBooks  

• RightWorks 

Staff members should not download or install applications, demos, or upgrades without the involvement 

of the IT Manager.  

The IT Manager maintains and updates the software budget on an annual basis. 

Cybersecurity and Phishing Awareness 

Employees must remain vigilant in identifying and avoiding phishing scams and other fraudulent 

communications intended to gain unauthorized access to organizational systems or sensitive information. 

Phishing attempts may occur through e-mail, text messages, phone calls, social media, or fraudulent 

websites and often appear to come from trusted individuals, organizations, or service providers. 

Staff should exercise caution when: 

• Opening attachments  

• Clicking links  
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• Downloading files  

• Responding to unexpected requests for passwords, financial information, or sensitive data  

• Approving unexpected multi-factor authentication requests  

If a suspicious e-mail is received, employees should: 

• Take a screenshot of the message and email it to the IT Manager and the sender (if possible/if 

known sender) to verify legitimacy and to inform the IT manager of the suspected risk 

• Alert the sender and verify communication directly with the sender (if known) through phone call 

if possible 

• Use the “Report Phishing” function in Outlook  

• Avoid forwarding suspicious e-mails to other staff  

 

CCRPC utilizes a web browser security application to help defend against security risks such as phishing, 

ransomware, and credential theft while staff are using the internet.  A platform to secure internet browsers 

is critically important given remote working and use of cloud-based file storage systems.  

 

CCRPC also uses a centralized print management system to help reduce security risks associated with 

network-connected printers by limiting unauthorized access through exploited IP addresses, standardizing 

printer configurations, reducing reliance on vulnerable print servers, and improving visibility into printer 

usage and device management.  

 

Staff are required to enable, maintain, and comply with all approved printer, browser, and endpoint 

security applications and configurations implemented by CCRPC to reduce cybersecurity risks, protect 

organizational systems and data, and help prevent unauthorized access, malware, phishing attacks, and 

other security threats. 

Regular cybersecurity awareness and phishing training may be required to maintain a secure computing 

environment and reduce organizational risk.  
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Acceptable Email and Internet Use 

Employees are expected to exercise good judgment and comply with all existing CCRPC policies and 

procedures while using the internet and e-mail systems. During working hours, internet and e-mail access 

should primarily be used for business purposes. 

Limited personal use is permitted provided it: 

• Occurs on personal time  

• Does not interfere with work responsibilities  

• Does not consume excessive system resources  

• Complies with all CCRPC policies  

 

The Internet is to be used for business purposes only. Employees with Internet access are expressly 

prohibited from accessing, viewing, downloading, or printing pornographic or other sexually explicit 

materials.  
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All information contained within the CCRPC e-mail system is owned by CCRPC. No confidentiality 

should be assumed regardless of the content and nature of the message, but certain correspondence may 

be confidential under state and federal law.  

Notwithstanding CCRPC’s right to retrieve and read any e-mail messages, such messages should be 

treated as confidential by other employees and accessed only by the intended recipient. Employees are not 

authorized to retrieve or read any e-mail messages that are not sent to them and cannot use a password, 

access a file, or retrieve any stored information unless authorized to do so.  

 The Executive Director or designee may inspect or access electronic systems and records in the normal 

course of business for reasons including, but not limited to: 

• System maintenance or troubleshooting  

• Security investigations  

• Legal or regulatory matters  

• Suspected policy violations  

• Operational needs when an employee is unavailable  

• Other legitimate business purposes  

CCRPC recognizes that inappropriate or fraudulent e-mails may sometimes appear to originate from 

another user or source. 

The Executive Director will ensure that CCRPC internet and e-mail policies and procedures are known 

and understood by employees. The Executive Director will take appropriate action if these policies and 

procedures are not followed.  

All internet and e-mail activity conducted using CCRPC equipment, systems, or facilities is subject to this 

policy, including disciplinary action for policy violations 

Employees may not knowingly use e-mail and the internet for prohibited uses including but not limited to 

the following:  

o Illegal activities  

o Threats  

o Harassments  

o Slander  

o Defamation  

o Advertising or sales of services or merchandise  

o Consulting  

o Obscene or suggestive messages or offensive graphical images  

o Accessing pornographic materials  
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o Political (as defined elsewhere in this policy) or religious activities  

o Activities that will incur a cost to CCRPC without prior authorization from the Executive 

Director and/or Project Manager  

o Chain letters through e-mail  

o Private, commercial activities for profit-making purposes  

o Violation of copyright laws  

 

 AI Use 

The use of Artificial Intelligence (AI) tools and services by CCRPC staff is governed by a separate AI 

Usage Policy in the next section. Employees using AI technologies in connection with CCRPC business 

activities must comply with all applicable requirements related to data security, confidentiality, acceptable 

use, records of retention, and professional conduct as stated in the policy.  
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AI Policy 

Purpose and Scope 

Artificial Intelligence has the potential to significantly change the way we work – enhancing efficiency, 

delivering new capabilities, and automating some work.  However, it also presents new risks to data 

privacy, security, and equity.  This Artificial Intelligence Use Policy (AI Policy) outlines the principles 

and guidelines that allow the effective, safe and responsible use of AI by Chittenden County Regional 

Planning Commission (CCRPC) to improve the regions quality of life and environment.  

 

This policy governs the use of AI Tools for work and activities performed by CCRPC staff or  on 

CCRPC’s behalf.  The policy complements existing CCRPC guidelines, including Section B: Code of 

Conduct and Part 3: Information Technology of the personnel policy (“Administrative and Operating 

Policies and Procedures,” updated January 2025 and any subsequent amendments). This policy is 

applicable to the following, collectively referred to as AI Users: 

 

• Employees and interns;  

• Vendors, contractors, partners, and consultants who may license or utilize AI to perform work 

for or on behalf of CCRPC; and 

• Board and Committee members if carrying out work directly for CCRPC. 

 

Principles 

CCRPC seeks to enable its employees to use AI Tools to help support and advance CCRPC’s work.  

Employees and all AI Users are accountable for their work and decisions that are based on AI Tools.   

 

Through its use of AI, CCRPC seeks to: 

• Improve operating efficiency and expand capacity for its workforce; 

• Ensure the privacy and security of confidential and proprietary data; 

• Avoid bias, disinformation, and inequity; 

• Be transparent; 

• Minimize risk through thoughtful evaluation and implementation. 

 

Acceptable Uses 

AI Tools may be used to support and improve work, create efficiencies, automate processes, and enhance 

general knowledge.  This includes activities such as comparing documents and materials; performing 

advanced searches and research; supporting brainstorming; drafting agendas, outlines, or content for 

projects and meetings; creating formulas for calculations; taking and summarizing meeting notes; 

automating repetitive tasks; designing and formatting documents; and improving documents.   

 

AI Users may only use CCRPC-approved AI Tools in support of their work.  The AI Working Group, in 

consultation with the Executive Director, will designate approved AI Tools. When using AI Tools, AI 

Users must ensure that the data being used is accurate and complete.  The AI Working Group is an ad hoc 

group appointed by the Executive Director. 
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AI Tools should only be accessed through the web or be embedded in otherwise approved software (e.g. 

Microsoft Office, ESRI software); AI Tools should not be downloaded to computers (e.g. desktops, 

laptops or mobile devices) without the written permission of the GIS & IT Manager or Executive 

Director.   

 

The AI Working Group will regularly review the performance of AI Tools used (including changes to 

privacy policy, if any), evaluate their performance and impact, and make adjustments as necessary to 

achieve goals and ensure alignment to policy and principles. 

 

Approved Tools 

CCRPC’s GIS & IT Manager will maintain the list of which AI Tools are approved for use by AI Users, 

which will be updated at least annually, in consultation with the AI Working Group and Executive 

Director as needed. Individual or business accounts or subscriptions to these or other AI Tools may be 

approved by the AI Working Group and Executive Director upon request. Currently, AI Users may utilize 

the following generative AI Tools: 

 

• Microsoft CoPilot and AI capabilities integrated into the Microsoft ecosystem at CCRPC, subject 

to current licensing (e.g. within Word, Excel, PowerPoint, Teams); 

• AI Tools that are embedded in software that is licensed and approved by the CCRPC GIS & IT 

Manager, including ESRI Geospatial AI features; and 

• Frontier models (Claude, ChatGPT, Gemini) with confirmation of restrictive privacy settings 

through a simple one-time written approval from the GIS & IT Manager or your supervisor, and 

use of a CCRPC email address for the user account. If a CCRPC email address cannot be linked 

to the AI tool, request approval from the GIS & IT Manager.  

o CCRPC requires further direct approval of the GIS & IT Manager or Executive Director 

for linking data to a frontier model account (i.e., ChatGPT “Connectors”). 

  

Human Oversight 

AI cannot substitute for employee judgment. AI Users, and not AI Tools, are the decision-makers 

responsible for the organization’s operations and the quality of content produced. The use of AI at 

CCRPC must always involve human oversight and verification.  AI can generate inaccurate, inconsistent, 

and inappropriate responses, and it may not capture the nuance or tone that staff intends.  

 

As a result, no deliverable, decision, or result should be released without a human at CCRPC reviewing it 

for correctness, completeness, consistency, quality, and absence of bias.  In addition, AI Users are 

responsible for ensuring any AI output used does not violate any copyrights and includes proper citations 

where appropriate. 
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Energy Use Guidelines 

CCRPC is mindful of potential energy use by AI tools. While precise energy use for a particular prompt is 

difficult to discern and may vary over time, broad energy use patterns are knowable and documented.1 As 

a result: 

• The usage of AI tools to produce video is prohibited, absent approval by the Executive Director. 

• AI Users are encouraged to use models with the smallest number of parameters possible to 

provide sufficient answers. In practical terms, this means using simple models for simple queries. 

• AI Users are encouraged to be selective about image generation. Images require energy 

comparable to complex text queries and can introduce copyright infringement risk. 

• AI Tools should be used when they enhance a work product or create an efficiency.  

 

Identification of AI Outputs – Internal Work 

If CCRPC staff are using AI as part of their regular internal work (such as to clarify tone or edit an email 

or letter), they do not need to disclose the use of AI except in the following circumstances:  

 

• If the information being referenced might be used outside of our office, it should be cited whether 

it was identified by an AI tool or not.  

• If AI is used to materially alter or produce work product with few changes following human 

review, its use should be disclosed generally (i.e., a footer noting “AI tools were used in the 

creation of this product”). The AI Working Group may periodically provide standard language for 

staff to use consistently across work products, as well as examples of specific scenarios requiring 

disclosure. 

o Please note the distinction between continuing to cite specific works identified by AI 

tools and the general disclosure for AI generated content. 

• To the extent AI-generated images are used, the use of AI should be disclosed generally (i.e., “AI 

tools were used to create this image.”) 

 

Identification of AI Outputs – External Work  

If AI Users use AI for their external facing or client work, they need to disclose the use of AI using the 

following guidelines: 

 

• The use of AI tools for externally facing tasks, such as hiring or recruitment, must comply with 

all relevant federal, state, and local laws and regulations. If CCRPC elects to use AI tools in its 

internal hiring operations, the use of AI Tools should be disclosed generally on its website.   

• If AI Users use AI to support the creation of a work product that, in the judgment of the project 

staff, materially contributed to the work product’s content, that use should be disclosed generally 

(i.e., a footer noting “CCRPC staff with relevant experience used AI tools to augment the creation 

of this product and have reviewed and approved it”). The AI Working Group may periodically 

provide standard language for staff to use consistently across work products, as well as examples 

of specific scenarios requiring disclosure. 

 
1 See, for example, James O’Donnell & Casey Crownhart, “We Did the Math on AI’s Energy Footprint,” MIT 
Technology Review, May 20, 2025, https://www.technologyreview.com/2025/05/20/1116327/ai-energy-
usage-climate-footprint-big-tech. 
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• The unedited output of any AI should not be used as work product or a deliverable of CCRPC. 

 

Please note that, as in any professional circumstances, AI Users will be held accountable for the quality, 

accuracy, and value of their work consistent with the CCRPC Code of Conduct and/or contracts for work 

between the parties. 

 

Creating Accounts  

When creating user accounts in AI Tools, AI Users should use their CCRPC (work) email addresses 

unless otherwise approved by the GIS & IT Manager. AI Users must separate their work use of AI from 

their personal use.   

 

When using an AI Tool other than a Microsoft feature, AI Users must ensure settings prevent the use of 

CCRPC data for the purposes of training and enhancing AI models, or for any purposes other than what 

the AI User intends. Individual users may elect to enable features like “memory,” that can retain elements 

of personal style or areas of work focus that can improve the quality of AI tool output. 

 

Prohibited Uses 

AI Tools may not be used for making final decisions, including but not limited to, legal or compliance 

recommendations, business decisions, and employment decisions. 

 

AI Tools used for CCRPC work with a CCRPC email address may not be used for personal tasks. AI 

Users must create and use personal accounts for personal activities. CCRPC laptops or other hardware 

should be used consistent with other existing policies. 

 

AI Users should not download or use unapproved AI tools. If unsure whether a tool is approved, consult 

the Approved Tools section of this policy or ask AI Working Group if you believe that list may be out of 

date. 

 

AI Tools may not be used for illegal or unethical purposes, or in a harmful manner, such as automated 

decision-making, emotion analysis, capture or use of biometric data, or behavioral manipulation of users.  

 

Requests for Uses 

Any use of AI not specifically addressed in this policy requires the approval of the CCRPC Executive 

Director or the GIS & IT Manager, who may consult with the AI Working Group.  Requests should be 

submitted to the employee’s supervisor for consideration.   

 

Data Privacy & Security 

No CCRPC Private Data may be uploaded or entered into any AI Tools without specific permission. As a 

public organization, CCRPC has limited access to private or proprietary data – for example, proprietary 

data can be submitted by contractors responding to an RFP. AI Users wanting to use Private Data in an AI 

Tool, or who are unsure if the data they want to use constitutes Private Data, should discuss their need 

with their supervisor and follow the guidance in “Requests for Additional Uses” above. Users should be 

aware that Microsoft Copilot tools made available as part of CCRPC’s Microsoft licensing agreement 

may have access to proprietary data previously stored on SharePoint or OneDrive. 
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Compliance with Laws and Regulations 

The use of any AI Tool must be done in a manner that ensures CCRPC is in compliance with all CCRPC 

policies, as well as any relevant laws and regulations that apply to the work.  

 

Data Security 

In the event of a data breach whereby CCRPC Private Data is disclosed to an AI Tool or the public, the 

AI User must immediately notify their supervisor and the GIS & IT Manager and Business Director.2 The 

GIS & IT Manager and Business Director shall consult with the Executive Director to determine any 

appropriate steps to eliminate, reduce, or mitigate the breach, as appropriate. Further, if an AI User 

believes an AI tool has caused harm, they must report that concern to their supervisor and the GIS & IT 

Manager immediately. 

 

Governance & Accountability 

The CCRPC Executive Director is responsible for oversight and governance of AI activities at CCRPC 

and for ensuring adherence to this policy.  Decisions about the use of AI will be made with cross-

functional input, to ensure decisions are made considering operational, technical, and risk impacts of any 

proposed uses of AI. 

 

The Executive Director, at their sole discretion, may consult the AI Working Group or appoint an ad hoc 

task force to assess, for example, CCRPC’s AI policy, potential opportunities and risks, and potential 

pilot opportunities for the organization. 

 

CCRPC seeks to ensure responsible use of AI in our work.  For questions or to report a concern related to 

the use of AI at CCRPC, employees must contact the GIS & IT Manager. 

 

Use of AI by Consultants  

The use of AI by any third-party performing work for or on behalf of CCRPC is subject to this policy, 

unless otherwise approved in their contract with CCRPC.  

 

• If consultants use AI to support the creation of a work product that, in the judgment of the project 

manager, materially contributed to the work product’s content, that use should be disclosed 

generally (i.e., a footer noting “XYZ consultant staff with relevant experience used AI tools to 

augment the creation of this product and have reviewed and approved it”). This language shall be 

included in contracts with consultants. 

• The unedited output of any AI should not be used as work product or a deliverable of CCRPC 

consultants. 

 

The GIS & IT Manager will maintain protocols and policies for the use of AI in any third-party software 

or platforms that are licensed and/or utilized by CCRPC.   

 
2 CCRPC is considered a data collector under 9 V.S.A. § 2430. The GIS & IT Manager should follow the 
procedures outlined in 9 V.S.A. § 2435 as applicable. See 9 V.S.A. § 2435 at 
https://legislature.vermont.gov/statutes/section/09/062/02435 

https://legislature.vermont.gov/statutes/section/09/062/02435
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Employee Training 

AI Users must attend at least one CCRPC-sanctioned IT training course or refresher each year, which 

includes an AI component, and must review this policy annually to ensure their ability to appropriately 

use AI.  Additional training may be required for employees as determined by their supervisor or the GIS 

& IT Manager.   

 

Enforcement 

Violation of this policy, in whole or in part, is subject to disciplinary action, up to and including 

termination consistent with the CCRPC personnel policy.  Violations by contractors and consultants in 

violation of this policy, or any contract with CCRPC related to the use of AI, may result in a breach of 

contract and/or termination of the contract by CCRPC.  

 

Any activities that may be in violation of any laws or regulations shall be directed to the appropriate 

authorities.   

 

Definitions 

Artificial Intelligence (AI): A set of technologies that empowers machines to learn, reason, and perform a 

variety of advanced tasks in ways that require human-like intelligence.  AI enables actions such as 

answering questions, writing code, understanding language, making predictions or decisions, translation, 

analyzing data, and automating tasks. 

 

AI Users: for purposes of this policy, refers to all employees, interns, contractors, partners, and 

consultants who may license or utilize AI to perform work for or on behalf of CCRPC. 

 

CCRPC Private Data: is information and data held by CCRPC that is considered confidential, personal, 

sensitive, individual, or proprietary information, as well as information about individuals and personally 

identifiable data. 

 

Generative Artificial Intelligence (AI Tools): a form of AI that creates new content through learning 

patterns from large data sets and predicts new content based on user-provided prompts.  ChatGPT and 

Claude are examples of Generative AI.   

 

Public AI: a system or tool that is developed to perform a broad array of tasks. Examples include 

Microsoft Copilot, ChatGPT, and Claude.  Typically, the use of these tools involves data privacy trade-

offs, as information entered may be used to train models or improve answer quality by retaining 

knowledge of the user. 

 

Private AI: a system or tool that is developed for a specific purpose(s), often trained on specific and/or 

proprietary data, and maintained on dedicated, private, secure infrastructure  

 

Review and Update 

CCRPC will review this policy at least annually. Review will be led by the GIS & IT Manager with the 

support of the AI Working Group. 
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The following policies are in place to address Information and Communication. 

IT Usage & Control 

The Chittenden County Regional Planning Commission (CCRPC) provides a variety of electronic 

communications systems for use in carrying out its business. All communication and information 

transmitted by, received from, or stored in, these systems are the property of CCRPC and, as such, are 

intended to be used for job-related purposes only. 

The following are only summary guidelines; employees should contact the Information Technology (IT) 

System Administrator for more detailed information. 

Monitoring 

CCRPC provides the network, personal computers, electronic mail and other communications devices for 

your use on company business. CCRPC may access and disclose all data or messages stored on its 

systems or sent over its electronic mail system. CCRPC reserves the right to monitor communication and 

data at any time, with or without notice. CCRPC also reserves the right to disclose the contents of 

messages for any purpose at its sole discretion. 

Retrieval 

Notwithstanding CCRPC’s right to retrieve and read any e-mail messages, such messages should be 

treated as confidential by other employees and accessed only by the intended recipient. Employees are not 

authorized to retrieve or read any e-mail messages that are not sent to them and cannot use a password, 

access a file, or retrieve any stored information unless authorized to do so. 

Passwords 

Initial passwords are assigned by the IT System Administrator and should not be given to other staff or 

persons outside the organization. Employees should change the provided passwords as soon as possible 

using the instructions provided by the IT System Administrator. CCRPC reserves the right to override any 

employee-selected passwords and/or codes. Employees are required to provide the company with any 

such codes or passwords to facilitate access as needed. Periodically, staff will be required to change their 

passwords. At no time should a CCRPC employee allow a temporary, contractor or another employee use 

of their login. In the case where an employee does provide another person access to their account, they 

will be responsible for the actions of the individual using their account. Passwords should not be stored in 

computer data files, on the network, or be displayed openly at any workstation. 

Legal Proceedings 

Information sent by employees via the electronic mail system may be used in legal proceedings or FOIAs. 

Electronic mail messages are considered written communications and are potentially the subject of 

subpoena in litigation or FOIA requests. CCRPC may inspect the contents of electronic mail messages in 

the course of an investigation or FOIA, will respond to the legal process and will fulfill any legal 

obligations to third parties. 

Network Security 

IT will monitor network security on a regular basis. Adequate information concerning network traffic and 
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activity will be logged to ensure that breaches in network security can be detected. IT will also implement 

and maintain procedures to provide adequate protection from intrusion into CCRPC’s computer systems 

from external sources. No computer that is connected to the network can have stored, on its disk(s) or in 

its memory, information that would permit access to other parts of the network. Staff should not store 

personal, business, member or other credit card/account information, or passwords within word 

processing or other data documents. 

Personal Computer Security 

Only legally licensed software will be installed on CCRPC’s computers. Users are expected to read, 

understand and conform to the license requirements of any software product(s) they use or install. 

Software cannot be copied or installed without the permission or involvement of the IT System 

Administrator. IT will configure all workstations with virus protection software, which should not be 

removed or disabled. Each employee is responsible for protecting their computer against virus attack by 

following IT guidelines for scanning all incoming communications and media, and by not disabling the 

anti-virus application installed on their workstation. All staff will log out of the network and turn their 

computers off before leaving the office at night. 

Backup Procedures 

All network resources are backed up hourly. The hourly backup is performed 24 hours a day, seven days a 

week, and the files are kept for one month. Data stored on the local  

PC drives is not routinely backed up, and as a result, important data and applications should not be stored 

on the C: drives of these machines. Staff working on especially crucial information are encouraged to 

backup these projects to their personal network drive. Computer users will be responsible for ensuring 

that the data stored on their local machines is backed up as required by the owner. 

CCRPC may choose to locate the backup server, and perform the corresponding procedures, offsite. The 

backup schedule will be at least as rigorous as described in this section above. Arrangements shall be 

made with the offsite host to ensure the security and integrity of the data. Remuneration and/or other 

compensation may be provided to the offsite host as necessary and appropriate. 

Access to Organization Computers 

CCRPC will provide computer accounts to all staff. External people who are determined to be 

strategically important to CCRPC, such as temporary staff, volunteers, or contractors, will also be 

provided accounts as appropriate, on a case-by-case basis. The employee managing the temporary or 

contract staff assumes responsibility for the identification of access requirements and use of the account. 

Accounts will be revoked on request of the user or manager or when the employee terminates 

employment at CCRPC. 

Replacement Policy 

The IT Manager maintains a schedule of organization computers and IT related equipment. The schedule 

includes date of purchase, relevant product information, date of replacement, and disposal method. 

Employees may request to purchase a CCRPC computer that has reached the end of its organizational use. 

To establish a fair purchase price, the employee will provide to the Executive Director at least two quotes 

from the open market for the same, or very similar, computer. At the Executive Director’s discretion, 

CCRPC may sell a computer to a staff person unless another disposal method is deemed more desirable or 

appropriate. 

Other IT related equipment shall be replaced before the end of its useful life. The CCRPC will identify 
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the equipment to be replaced each year to budget for the planned purchases. 

Internet Use 

The Internet is to be used for business purposes only. Employees with Internet access are expressly 

prohibited from accessing, viewing, downloading, or printing pornographic or other sexually explicit 

materials. In addition, employees should be mindful that there is no assurance that e-mail texts and 

attachments sent within the company and on the Internet will not be seen, accessed or intercepted by 

unauthorized parties. 

Failure to comply with all components of the Computer and Technology Resource Usage Policy may 

result in disciplinary action up to and including termination of employment. If you do not understand any 

part of the policy, it is your responsibility to obtain clarification from your manager or the IT System 

Administrator. 

Software Usage 

Employees are expected to use the standard software provided by IT, or identify applications they need in 

the course of their work. Staff members should not download applications, demos or upgrades without the 

involvement of the IT Administrator. Employees will use the standard e-mail system provided by CCRPC 

for official e-mail communications, and should not install their own e-mail systems. Additionally, use of 

instant messaging programs, such as ICQ, AOL Instant Messenger, Microsoft Messenger, etc., is 

prohibited unless otherwise approved by management. 

Failure to comply with all components of the Computer and Technology Resource Usage Policy may 

result in disciplinary action up to and including termination of employment. Any employee who does not 

understand any part of the policy is responsible for obtaining clarification from their manager or the IT 

System Administrator. 

Internet and E-Mail 

This policy is to ensure the proper use of the internet and electronic mail (e-mail) by CCRPC 

employees and others who may use CCRPC equipment or facilities while supporting the 

needs of CCRPC members, other customers of CCRPC services, and CCRPC employees. 

Responsibilities 

1. From time to time, as may be necessary, the Executive Director (working with the IT and other 

staff) may review internet usage and recommend policies and procedures regarding its use and the 

use of e-mail by employees. 

2. The Executive Director will ensure that CCRPC internet and e-mail policies and procedures are 

known and understood by employees. The Executive Director will take appropriate action if these 

policies and procedures are not being followed. 

3. It is the responsibility of CCRPC employees and others who use CCRPC equipment or facilities 

to adhere to all CCRPC internet and e-mail policies and procedures. 

Procedure 

• Employees shall exercise good judgment and will conduct themselves according to existing 

policies and procedures while using the Internet and e-mail. Generally, during working hours, 

employees shall use the Internet and e-mail only for business purposes. 

• Employees may use Internet access and e-mail for personal use but these activities must be done 

on their own time and kept to a minimum. However, all access to the internet and e-mail using 
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CCRPC equipment or facilities will be subject to the terms of this policy, including disciplinary 

action for the violation of any CCRPC policy. 

• All information contained within the CCRPC e-mail system is owned by CCRPC. No 

confidentiality should be assumed regardless of the content and nature of the message, but certain 

correspondence may be confidential under state and federal law. 

• Employees may not knowingly use e-mail and the internet for prohibited uses including but not 

limited to the following: 

o illegal activities 

o Threats 

o Harassments 

o Slander 

o Defamation 

o advertising or sales of services or merchandise 

o Consulting 

o obscene or suggestive messages or offensive graphical images 

o accessing pornographic materials 

o political (as defined elsewhere in this policy) or religious activities 

o activities that will incur a cost to CCRPC without prior authorization from the Executive 

Director and/or Project Manager 

o chain letters through e-mail 

o private, commercial activities for profit-making purposes 

o violation of copyright laws 

 

CCRPC recognizes the fact that it is possible to attribute inappropriate e-mail to others. 

• All electronic systems, hardware, software, temporary or permanent files and any related systems 

or devices are the property of CCRPC. The Executive Director has the authority to inspect the 

contents of any equipment, files, calendars or electronic mail in the normal course of their 

supervisory responsibilities. Reasons for review include, but are not limited to, the following: 

system, hardware or software problems, general system failure, legal action involving CCRPC, 

suspicion of a crime or violation of policy, or a need to perform a service when the employee is 

not available, or for any other work-related reason as determined by the Executive Director or 

their designee. 

• No e-mails directly related and pertinent to a CCRPC project, which contain relevant information 

not otherwise readily available, shall be deleted. However, these e-mails may be printed and the 

hard copy retained in a manner consistent with any other document per CCRPC’s Record 

Retention Policies, and then deleted. E-mail that can be defined as transient in nature or personal 

e-mail may be deleted at any time. Should there be any doubt whether an e-mail is transient in 

nature or personal, do not delete it. 

• Periodically, e-mail will be backed up and stored for a minimum of two years. 
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Disaster Recovery Plan 
To ensure continuity of operations during planned and unplanned business interruptions, the Chittenden 

County Regional Planning Commission (CCRPC) has established the procedures as outlined below. 

Specific staff positions are named in the plan to describe the procedure; however, different staff people 

may need to perform the functions based on availability of staff or extenuating circumstances during a 

disaster. This disaster recovery plan will be revisited annually, or updates are needed.  

Data Recovery 

See previous Backup Procedures section for backup and recovery processes. 

Offsite Contact Information  

The CCRPC Business Director or designee maintains an up-to-date phone contact listing of 

home/personal phone numbers that is distributed to each CCRPC staff member as updates occur.  

Equipment Contingency Plan  

In the event of a disaster that impacts the CCRPC office and equipment, CCRPC would initially 

require all employees with undamaged laptop computers to utilize them until new computers can be 

obtained. Because CCRPC relies on Microsoft OneDrive and Microsoft SharePoint to securely store, 

synchronize, back up, and share files in the cloud, work downtime should be minimal as CCRPC 

documents are accessed with just an Internet connection. Due to the size of our organization, temporary or 

replacement computers could be purchased through regional computer distribution stores. The only 

known exception to immediate replacement would be large-format printing.  

Personnel Responsibilities During Emergency Offsite Operations  

Only necessary Personnel would be activated for office operations during emergency situations. Due to 

the public nature of the organization, there is the potential that CCRPC staff would be diverted to other 

public agencies to provide assistance. At the time an emergency is identified, the Executive Director 

and Business Director will be notified, followed by all other staff members. Should the emergency require 

staff mobilization, the Director, or designee, will provide guidance to staff regarding the plan of action for 

the event. For short-term events, all efforts will be made to delay reactivation of full office operations 

until the emergency has passed. For longer term emergencies (spanning more than one week), staff shall 

re-establish limited office operations at home or an off-site location to enable critical functions to occur 

including inter-governmental communications, fiscal activities, and direct technical assistance. For long-

term offsite operations, the Executive Director, in coordination with the Executive Committee of the 

Board of Directors, shall re-establish business operations at an offsite location.  

  

Priority of Critical Operations and Reporting Requirements during the Emergency Period  

  

The following activities will be prioritized during emergency periods:  
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• Intergovernmental Communications  

• Community-wide Technical Assistance  

• Internal Fiscal Operations, Critical (Payroll, Limited Accounts Receivable/Payable)  

 

In order to assure continuity of operations during planning and unplanned business interruptions the 

Chittenden County Regional Planning Commission (CCRPC) has established the procedures as outlined 

below. Specific staff positions are named in the plan to describe the procedure, however, different staff 

people may need to perform the functions based on availability of particular staff people or extenuating 

circumstances during a disaster. This disaster recovery plan will be revisited annually or as updates are 

needed. 

Data to be Stored Offsite 

CCRPC performs complete back-ups of all data files through the backup of the CCRPC shared server. All 

on-going and past projects that are included in each person’s computer are backed up including GIS data, 

image files and all existing e-mails. 

CCRPC maintains copies of all CCRPC software, including but not limited to: MS Windows 7, 

TransCAD; Highway Capacity Software 2000; Signal 2000; MicroPaver 5.2; Petra (turning movement 

count software); TraxPro (traffic recorder software) and Quickbooks in a fire-proof safe on site. Many of 

CCRPC software is delivered via the internet and/or are cloud-based applications (Microsoft Office 365, 

and Adobe Creative Cloud). 

Offsite Data Storage 

CCRPC performs complete back-ups daily which are stored on a NAS system which is located in the 

server room. The GIS, Data and IT Manager also runs a weekly back-up on an external harddrive which is 

then stored at the home of the GIS, Data and IT Manager. 

Access to Offsite Data Storage 

The back-up held at GIS, Data and IT Manager’s house can only be accessed by her. 

Offsite Contact Information 

The CCRPC Business Director maintains an up-to-date phone contact listing of home phone numbers that 

is distributed to each CCRPC staff member as updates occur. 

Equipment Contingency Plan 

In the event of a disaster, CCRPC would initially require all of its employees with home computers, to 

utilize them until new computers could be obtained. Required and immediately necessary CCRPC 

datafiles would be loaded onto employee computers on an as needed basis. Because of the unique back- 

up format, data and software, Personnel should be able to telecommute within 2 days. Due to the size of 

our organization, temporary or replacement computers would be purchased through regional computer 

distribution stores. CCRPC retains two lap top computers that could become part of a mobile network. 

The only known exception to immediate replacement would be large-format printing. 
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Personnel Responsibilities During Emergency Offsite Operations 

Only necessary Personnel would be activated for office operations during emergency situations. Due to 

the public nature of the organizations, there is the potential that CCRPC staff would be diverted to other 

public agencies to provide assistance. At the time an emergency is identified, the Executive Director and 

Business Director will be notified, followed by all other staff members. Should the emergency require 

staff mobilization, the Director, or in his absence the Program Directors, will provide guidance to staff 

regarding the plan of action for the event. For short term events, all efforts will be made to delay 

reactivation of full office operations until the emergency has passed. For longer term emergencies 

(spanning more than one week), staff shall re-establish limited office operations at an off-site location to 

enable critical functions to occur including inter-governmental communications, fiscal activities, and 

direct technical assistance. For long term offsite operations, the Director, in coordination with the 

Executive Committee of the Board of Directors, shall re-establish business operations at an offsite 

location. 

 
Priority of Critical Operations and Reporting Requirements during the Emergency Period 

 

The following activities will be prioritized during emergency periods: 

• Intergovernmental Communications 

• Community-wide Technical Assistance 

• Internal Fiscal Operations, Critical (Payroll, Limited Accounts Receivable/Payable) 

Protocol for Public Health Emergency and/ or Shelter in Place Event 

In the event of a public health emergency, such as a pandemic, where authorities have required or 

recommended that people not congregate at workplaces, the CCRPC will take the following steps to 

ensure continuity of operations to the extent possible: 

 

1. State and federal laws and orders may be passed or implemented during a public health emergency. 

CCRPC will follow all such laws and or official orders that may apply or be implemented during a 

public health emergency. 

2. The Executive Director will communicate relevant information to staff. If the Executive Director 

is not able to communicate, the Program Directors and/or Business Director will be responsible for 

communicating with staff. 

3. Staff will work remotely using CCRPC computers accessing the CCRPC server through VPN and 

utilize cloud-based storage applications such as One Drive and Microsoft Teams (Teams). 

4. Meetings that must be held shall be conducted using the remote access capabilities of an appropriate 

software application. If legally required and feasible, a CCRPC staff member may need to be 

physically present at the CCRPC offices to recognize members of the public. 

The following functions will be prioritized in a prolonged public health emergency: Payroll, Invoicing, and 

Payables.  

If necessary and feasible, staff may have to travel to the CCRPC offices to conduct priority functions such 

as checking mail and depositing checks. Staff will be assigned these duties and office visits will be 

scheduled to avoid conflicts and limit the amount of people entering the office. To the extent possible, 

business functions and workflow will be conducted electronically and “paperless”. Some business office 

procedures may need to be temporarily adjusted to maintain health and safety while also providing 

adequate financial controls. 
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Appendices 

Appendix A: Financial Office Procedures 
The Business Director is to manage all financial procedures with oversight by the Executive Director. 

These procedures include Accounts Receivable, Accounts Payable, Payroll and reconciliation of the 

General Ledger and bank accounts. 

 

All bank transactions are handled by the Business Director , or designee,, including deposits and transfers. 

The Executive Director reviews and approves all bank reconciliations each month. Journal entries are 

presented to the Finance Committee on a quarterly basis for review and approval. 

Financial Statements 

The Business Director, or designee, will prepare the following financial statements each month: 

• Income Statement/Profit & Loss 

• Balance Sheet 

• Cash reconciliation 

All month end accounting entries should be completed, and all financial statements for month end should 

be prepared in time for the regular Executive Committee meeting each month. The Business Director, or 

designee, will also prepare and keep an accumulated Profit & Loss statement against budget for the 

entirety of the fiscal year. Other comparison data may be added to the accumulated Profit & Loss, such as 

mid-year budget estimates, as needed. The accumulated Profit & Loss and Cash position will be presented 

to the Finance Committee and Executive Committee quarterly, and provided to the Full Commission 

quarterly, per the bylaws.  Other financial statements or financial information will be provided and/or 

presented to the Commission and/or the Executive Committee upon request. 

 

The Business Director, or designee, may periodically prepare other internal financial reports such as Trial 

Balances or Statements of Cash Flows as needed to ensure effective and transparent financial 

management. 

The Business Director, or designee, prepares a number of documents and spreadsheets each year that have 

a material effect on CCRPC’s operations. These documents include, but are not limited to, annual salary 

sheets, annual bill rate sheets, employee timesheets, PTO tables, health insurance opt-out tables, 

depreciation schedules, grant invoices, and employee payroll deduction calculations. All such documents 

must be reviewed for accuracy and correctness by another qualified staff person at the CCRPC. The 

review shall be documented in writing. 

Accounts 

CCRPC shall maintain a collateralization agreement with their banking institution for checking, savings, 

and money market accounts to protect cash balances that exceed FDIC coverage. 

Checking Account 

The signatories on the account are the Chair, Vice Chair, Secretary/Treasurer, and the Executive Director, 

and the Deputy Director. These signatories office holders and the Executive Directors are the authorized 

signers for all of the CCRPC bank accounts. The checking account requires two authorized signer 

signatures or two written approvals for all checks in the amount of $5,000 or greater. Checks to the 
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Executive Director will be approved and signed by an authorized signer who is not the Executive 

Director. The Executive Director reviews and approves all executed transactions against the checking 

account, i.e. vendor payments. 

Savings Account 

The CCRPC may maintain a savings account if necessary. 

Money Market 

The authorized signers on the account are the Chair, Vice Chair, Secretary/Treasurer, Executive Director, 

and the Deputy Director.and the Executive Director. Funds kept in the money market include short- and 

long-term reserve. Executive Committee approval is required in the event that the balance of the account 

is drawn below $40,000. If time does not allow full Executive Committee approval, written approval of at 

least two of the three office holders must be obtained (electronic mail is acceptable). 

Certificates of Deposit 

The authorized signers on the account are the Chair, Vice Chair, Secretary/Treasurer, Executive Director, 

and the Deputy Director.and the Executive Director. Funds may be held in Certificates of Deposit (CDs) 

to earn higher interest rates than the checking, saving, or money market accounts return. Funds held in 

CDs are generally considered to be in reserve. 

Line of Credit 
The CCRPC may maintain a Line of Credit if necessary. Transactions on Lines of Credit accounts are 

performed by the Executive Director with Executive Committee approval. If time does not allow full 

Executive Committee approval, written approval of at least two of the three office holders must be 

obtained (electronic mail is acceptable). The authorized signers on the account are the Chair, Vice Chair, 

Secretary/Treasurer, Executive Director, and the Deputy Director.and the Executive Director. 

Deposits 

Unless otherwise instructed, all deposits will be made to the checking account. The process used for 

deposits is as follows: 

• When a check comes in, the staff person opening the mail, usually the Business Office Manager, 

restrictively endorses the check and records payer, amount, check number, and date of check. 

• The restrictively endorsed check is passed to the Senior Business Manager or Business Director. 

• The Senior Business Manager or Business Director records the check in QuickBooks and 

prepares the deposit, including the retention of check payment stub or photocopy if no stub is 

available and QuickBooks generated deposit summary. 

• The Business Office Manager, Senior Business Manager, or Business Director makes the deposit. 

• The Business Office Manager, Senior Business Manager, or Business Director attaches the bank 

deposit receipt to the check payment stubs and/or check photocopies and the deposit summary. 

The documentation is placed in the Checking Account binder and is attached to the appropriate 

bank reconciliation at the end of each month. 

• Each month the business office staff passes the list of received checks to the Executive Director. 

The Executive Director checks the list against the bank deposits for approval. 

• If checks are not deposited promptly at the bank, they are to be stored in a secure, locked 

location. 
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Accounts Payable 

All bills are reviewed as they come in the mail by the Business Office Manager or the Senior Business 

Manager. Vendor invoices which are for a particular project (project consultant invoices) are reviewed by 

the Project Manager for that project for approval before passing to the Business Office Manager or the 

Senior Business Manager. 

 

Payables are prepared as necessary: 

• Invoices are thoroughly reviewed by the Business Office Manager and/or the Senior Business 

Manager to note the dates of services performed and invoices are recorded based on the dates 

services are performed. The Executive Director reviews invoices for dates services performed, 

payment amounts, and proper account assignment, and approves all invoices to be paid. Payments 

in the amount of $5,000 or more will be reviewed by a second authorized signer. Vendor invoices 

are entered into QuickBooks by the Business Office Manager, Senior Business Manager, or 

Business Director. 

• Vendor invoice dates are noted to ensure expenses are incurred in the proper timeframe. 

• Vendor invoices are paid by the Business Director, or designee,  within QuickBooks, and 

• checks are generated by QuickBooks. 

• A limited number of vendor payments are executed online. In those cases the Executive Director 

signs off on the vendor invoice. If the payment is for $5,000 or more a second approval by an 

authorized signer will be obtained. The Business Director, or designee,  executes the payment 

online. The Business Director, or designee,  monitors the checking account register online and 

notes the payment coming out of the checking account. A copy of the checking account register 

with the payment shown is generated and attached to the approved vendor invoice. The 

documentation is placed in the appropriate vendor file or binder. 

• Checks are signed by the Executive Director except when checks are equal to or in excess of 

$5,000, when they require additional signatures (see Accounts section). Checks in the amount of 

$5,000 or more must be approved by two authorized signers. Checks may be printed with a signer 

signature included. Before a check is printed with a signature a written approval may be obtained 

from the authorized signers. The Executive Director, Deputy Director, Chair, Vice Chair, and 

Secretary/Treasurer are signers on CCRPC bank accounts. 

• The Business Office Manager or the Senior Business Manager mails checks. 

• The Business Office Manager or the Senior Business Manager files the check stubs with copies of 

the invoice in the vendor files. If applicable, copies will also be placed in the appropriate contract 

file. 

• The list of written approvals shall be maintained, organized by month. The Executive Director or 

designee will compare the list to the checking account bank statement each month to ensure only 

approved checks were printed and disseminated. 

Federal and State Awards 

CCRPC will follow the United States Office of Management and Budget (OMB) 2 CFR Part 

200, Uniform Administrative Requirements, Cost Principles and Audit Requirements for 

Federal Awards and Vermont Agency of Administration Administrative Bulletin 5 for State 

Awards. These requirements replace any previous OMB guidance or rules regarding the 

administration of federal awards under this section or any other section of this policy. 




